REPORT TO THE LIBRARY BOARD
Meeting Date: November 24, 2011
Session:

Public Session

Subject:

Internet Service Policy: Annual Review

Prepared By:

Susanna Hubbard Krimmer, Margaret Mitchell, David
Caloren, Nancy Collister, Heather McDonald, Tom Travers,
Arlene Thompson, Margaret Wilkinson
Susanna Hubbard Krimmer, Margaret Mitchell

Presented By:
Purpose of Report:

For Decision:
Approval 

Recommendation:
It is recommended that the Library Board:
Affirm the assumptions and guiding principles, as found in the body of this
report, which serve as the foundation for the London Public Library Internet
Service Policy;
Approve the Internet Service Policy, as found in Appendix 1, incorporating the
following amendments:
o Wording revisions to clarify that the policy applies to access to the
Internet through the use of LPL’s wireless network and any other wireless
service in Library space, defined as any property owned or rented by the
London Public Library, including exterior space; and
Direct staff to continue monitoring the wireless environment in the Library,
assessing the impact of patron authentication and to report to the Board in
September 2012.
It is also recommended that the Library Board affirm the foundational principle stated in
its Charter of Library Use, that: London Public Library endeavours to provide a
welcoming and safe environment for the enjoyment of the community and staff, so that
all may enjoy the benefits of the Library.

PURPOSE
The purpose of this report is to aid the Library Board in setting appropriate policy to
govern London Public Library (LPL) Internet Service. LPL’s Internet Service connects
people to the many valuable resources available on the Internet enriching their lives
and empowering them through relevant, accessible, high-quality services and
resources. The challenge is to create balance between the rights of individuals to

access a wide range of information resources with the rights of users and staff to work
in a public environment.
This report provides information to assist the Library Board in undertaking its annual
review of the LPL Internet Service Policy and specifically to:
Reiterate the principles upon which the Internet Service Policy is based (Part I);
Provide an update on the Canadian legislative environment and its impact on
policy (Part II: Background);
Provide an overview of the American legislative environment (Part II:
Background);
Provide a monitoring and review of the application of the Internet Service Policy
Part III);
Update information regarding the wireless environment at LPL (Part IV);
Provide the linkage between the Internet Service Policy and supporting policies
that address behavioral issues related to the public’s use of Internet services
(Part V);
Confirm the ongoing communications strategy regarding the policy and Internet
use (Part VI); and
Recommend any further actions and/or changes to the Internet Service Policy
(Part VII).
Due to the ongoing interest in the policy and its application at London Public Library,
staff have created an accompanying Background Report which contains information
about the external and internal context for the development of LPL’s Internet Service
Policy. Specifically, this report contains:
LPL’s Internet Service Policy and related policies;
Philosophical context for LPL’s policy, including statements on intellectual
freedom and Internet access in public libraries;
Constitutional and legislative context, including recent legislation;
Legal opinions regarding Internet service and filtering;
American legislative perspective including the Children’s Internet Protection Act;
Survey of Canadian public library policies and filtering practices;
LPL policy chronology;
Information about filtering software; and
The 2011 motion by City Council and information shared with the City of London
in 2009 and 2011.
Nota bene: This comprehensive report supercedes the Staff background report
received by the Library Board in 2007.
The Staff Team who worked on the 2011 policy review include: Margaret Mitchell,
David Caloren, Nancy Collister, Heather McDonald, Tom Travers, Arlene Thompson
and Margaret Wilkinson.
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PART I: FOUNDATIONAL ASSUMPTIONS AND GUIDING PRINCIPLES
The LPL Internet Service Policy is based on a set of assumptions and guiding
principles. The Library Board received these in 2008 when the current policy was
being developed. It is important that the present Library Board support and affirm that
these reflect the intent of the Library in providing public Internet service as they are
foundational to the policy and its application.
Assumptions
As part of its suite of services to the public, LPL offers Internet Service. From LPL's
point of view, the Internet is the ideal vehicle to:
Enhance public access to global information and expressions of creativity and
thought;
Expand the library's collection of information resources;
Provide users with the opportunity for remote dialog with subject-matter experts
and to engage with other people on an infinite variety of topics; and
Enable collaborative research and study.
LPL recognizes that in addition to the many valuable resources available on the
Internet, some are illegal, misleading and/or inaccurate. Others may be considered by
some people to be offensive and/or objectionable.
Access to and use of Internet content by users does not constitute endorsement of that
content by LPL. Users access the Internet at their own risk. They are responsible for
any access points they reach and appropriate use of the resource, and for determining
the reliability and accuracy of sites accessed and information found using the Internet.
LPL service is relevant, inclusive and responsive for all. Each member of the
community has an equal right to public library and information services, including
access to and use of space. As a community hub, LPL provides welcoming, neutral,
safe and accessible physical and virtual environments inviting people to meet and
interact with others and participate in public discourse.
LPL Staff are active intermediaries between users and Internet resources and are
essential to the provision of relevant, accessible, high quality library services. Staff
support the user in effective, efficient and responsible use of the library Internet service.
Staff are not monitors or censors of content.
Guiding Principles
The guiding principles support the application of the policy from customer service,
internal process and organizational readiness perspectives. These are presented in this
report so that the Library Board can affirm that the guiding principles are still relevant.
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The principles are as follows:
In provision of access to content and communication media through its Internet
Service, LPL will act in accordance with the Canadian Charter of Rights and Freedoms
which states that everyone has freedom of thought, belief, opinion and expression.
LPL will support the Canadian Copyright Act and other laws governing intellectual
property; the Criminal Code of Canada; and other legislation governing access to and
communication of information, knowledge, opinion, creative thought and intellectual
activity.
LPL will develop and implement computer use and Internet service policies, guidelines
and procedures, under the authority of the Public Libraries Act and in accordance with
its Vision, Mission, Value Promise and Service Excellence Model.
LPL will monitor and review on an ongoing basis its Internet Service and all
components of that service such as policies, guidelines, communication staffing
training, etc.
LPL will proactively facilitate and promote public access to quality information for all
users, through various means such as user education, information and referral services
so that people may benefit from the use of the Internet. LPL will proactively promote
media awareness and Internet safety.
LPL will respect the right of users to privacy and confidentiality with regards to
information sought or received and resources consulted, acquired or transmitted. The
Library will support privacy and freedom of information legislation protecting the rights
of users.
In respect of the range of sensibilities and viewpoints of its diverse clientele, LPL will
endeavour to minimize the opportunity for unintentional exposure by people using
library space to content being accessed by another library user.
LPL will proactively implement a combination of measures such as privacy screens,
monitor hoods, placement of computers, etc. in an effort to provide privacy for users
and to minimize sightlines to computer screens.
Due to the constraints/limitations of space at library locations, LPL will advise users that
they are in a public space and will encourage all users to be respectful of the rights and
sensibilities of others.
In common with other service delivery streams, LPL will endeavour to provide access
to both the physical and virtual environments for users of the Library's Internet Service
to meet needs of specific users such as people with disabilities. [LPL Accessibility Plan]
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LPL will support the right and responsibility of parents or legal guardians to determine,
monitor and guide their children's use of library materials and resources. The Library
does not act in place of or in the absence of a parent or legal guardian. At the same
time, LPL will endeavour to proactively support children, parents and guardians in the
practice of media awareness and Internet safety.
LPL will tailor physical and virtual environments to support the needs and expectations
of children and teens. LPL will create specifically designed spaces using audience
appropriate collections, technology, furniture and equipment. LPL will ensure Internet
services in such spaces to facilitate and promote appropriate access.
LPL will ensure that staff have a toolkit that includes policies, guidelines, procedures,
job aids, etc. along with training and administrative support in the provision of service.
LPL will take action on any inappropriate behaviours related to use of the Library's
Internet Service, such as intimidation, harassment, bullying, etc., according to the
library's Code of Conduct.
Balancing the Guiding Principles
The goal in the development and application of the Internet Service Policy is the
balancing of the following principles:
The London Public Library endeavours to provide a welcoming and safe
environment for the enjoyment of the community and staff, so that all may enjoy
the benefits of the Library.
In provision of access to content and communication media through its Internet
Service, LPL will act in accordance with the Canadian Charter of Rights and
Freedoms which states that everyone has freedom of thought, belief, opinion
and expression.
In instances when exceptions to the above general principle are necessary to
protect others (i.e. minors) the restriction should be as minimally invasive as
possible.
Public Library’s Role in Providing Broad Access
Libraries provide access to information, ideas and works of imagination in any medium
and regardless of frontiers. They serve as gateways to knowledge, thought and culture,
offering essential support for independent decision making, cultural development,
research and lifelong learning by both individuals and groups.
LPL’s Internet Service is consistent with its Vision, Mission, Value Promise and Service
Excellence Model. LPL offers Internet access as part of its suite of services to the
public in an effort to meet community needs in the areas of: Literacy, Learning, Culture,
Leisure and Recreation, Information, and Community Meeting Place.
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Obligations under the Charter of Rights and Freedoms
In 2008, the LPL received a legal opinion on its obligations under the Canadian Charter
of Rights and Freedoms with regards to the provision of Internet services. In the
motion, adopted on Dec 17, 2008 (L08/68), the Library Board determined that:
Any policy adopted by the LPL will be based on two fundamental principles:
Providing the broadest Internet access possible to its patrons in a way that is in
accord with the Canadian Charter of Rights and Freedoms and which includes
due regard for the privacy of patrons who access the Internet.
In instances when exceptions to the above are necessary to protect others (i.e.
minors) the restriction should be as minimally invasive as possible.
The Canadian Charter of Rights and Freedoms (Section 2b) protects freedom of
expression, including pornography. Filtering is a limitation of this right. Under section 1
of the Charter, reasonable limits can be justified. The protection of minors is
considered sufficiently important to limit an individual’s freedom of expression. The
Criminal Code of Canada (Section 163) limits some forms of pornographic expression,
e.g. child pornography; e.g. obscenity, i.e. sex and crime, horror, cruelty and violence.
A synopsis of the legal opinion is included in the Background Report.
Creating a Welcoming Environment for All
In the complex and sometimes challenging environment of the Internet, the Library
attempts to create balance between the rights of individuals to access a wide range of
information resources with the rights of users and staff, while providing a welcoming
and safe environment for all.
The Library’s Charter of Use defines the overall relationship between Library patrons
and the Library in terms of expected behaviours and responsibilities. Individuals using
library services and resources are expected to act with respect and consideration for
others.
Library Staff have worked very hard to create a physical environment that supports a
range of users of a variety of ages and with a range of sensibilities. Efforts have been
made to minimize sightlines to computer screens to prevent unintentional viewing of
content being viewed on computer screens. Given the limitations of space and human
nature, there have been a small number of occurrences in which people have seen
content being looked at by another patron and report that they find the content being
viewed inappropriate and/or objectionable for various reasons. The Library recognizes
that this can be disturbing to an individual who sees content being viewed by another
person or to a person who is accessing content for a legitimate purpose and who
wishes privacy.
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Although they are few in number, the Library takes each occurrence very seriously. The
Library has established feedback mechanisms by which concerns and questions raised
by the public can be addressed by Library staff.
All information and feedback is
gathered as part of an incident reporting process and is carefully reviewed to determine
if there is anything we can do better in terms of technological and physical solutions to
prevent unintentional exposure to content. Managing the balance between allowing
access to content and of creating a welcoming and safe environment is an ongoing
effort.
The Library is proactive in educating the community, caregivers and minors regarding
good practices and responsibilities to support web awareness and Internet safety.
LPL also has protocols in place with London Police Service to immediately respond to
any alleged access of illegal content being accessed through LPL’s Internet Service.
While it is rare to have an occurrence related to LPL’s Internet service which requires
police response, LPL has worked closely with London Police Service to ensure that
protocols are in place and are current and documented so that immediate and effective
action can be taken in the event of alleged criminal activity.

PART II: BACKGROUND & REVIEW SUMMARY
The current Internet Service Policy was adopted by the Library Board at its meeting of
November 25, 2008 (L08/57) with the direction that the policy be reviewed annually or
at such time within the annual framework as may be necessary.
POLICY DEVELOPMENT & REVIEW
In developing the current policy, LPL did considerable research and analysis,
considering the following elements:
Philosophical context;
Constitutional and legal context;
Legal opinions, i.e. due diligence on Internet access in public libraries;
Public policy context, e.g. policy statements of Canadian public libraries;
Service best practices;
Technology-based tools, e.g. filtering software; and
Strategies for promotion of media awareness and safe surfing.
LPL has instituted a continual process of environmental scanning to ensure that we are
current on all elements of the policy framework. For the purposes of the 2011 report,
we have expanded on the constitutional and legal context due to changes in that
environment and the opportunity to re-examine the American perspective on the issue.
All aspects of the policy have been reviewed. The Background Report accompanying
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this report contains documents and reports that relate to the review of the Internet
Service Policy.
Highlights of the Current Internet Service Policy
Highlights of the current Internet Service Policy include:
Incorporation of the guiding principles into sections of the policy;
Incorporation of library, user and staff responsibilities;
Provision of broad access to content per the legal opinion;
Access to content limited only by the extent required for the protection of
children and teens per the legal opinion which affects LPL filtering practice;
A statement of consequences for inappropriate behaviour and/or unlawful
activity; and
A required annual review.
Consistent with the Internet Service Policy, LPL has in place:
Privacy screens on monitors, privacy partitions;
Complaints/Incident reporting process and procedures;
Staffing training; and
Web awareness tools and programming.
Users are responsible for:
Following the Library's Charter of Use, Rules of Conduct, Unattended Children
Policy and other policies related to conduct in library space;
Respecting the rights of others when accessing Internet sites in library space;
Respecting the privacy of other library patrons; and
Determining the legality of any sites they access.
LPL provides a combination of unfiltered and filtered Internet access across the system
and at each location:
Computers specifically designated for use by children and/or teens, such as
Homework Centre Computers, are filtered;
Computers in spaces specifically designed for use by children and/or teens are
filtered;
Computers designated for specific functions, such as the Employment Resource
Centre computers, are filtered; and
All other computers, including wireless connections, are unfiltered. Note:
Exceptions occur in cases in which all other methods of due diligence regarding
the reasonable protection of children/teens cannot be achieved. In these cases,
filtering is used.
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CURRENT CANADIAN LEGISLATIVE ENVIRONMENT
The legal framework within which the current Internet Service Policy was developed
includes, for example: Canadian Charter of Rights and Freedoms, Canadian Human
Rights Act, Copyright Act, Criminal Code of Canada, Telecommunications Act,
Broadcasting Act, Film Classification Act, Public Libraries Act and City of London Bylaws.
In 2009, the Library sought a legal opinion as to its obligations under the Canadian
Charter of Rights and Freedoms, with regards to providing Internet service. The
summary of the legal opinion is found in the Background Report.
Four pieces of proposed or enacted provincial and/or federal legislation, which are
relevant to the LPL Internet Service Policy review, around which there has been recent
activity are presented below:
(Ontario) Bill 66, An Act to protect our children from pornography, 2010
This bill was before the Ontario Provincial Parliament, Bill 66; An Act to protect our
children from pornography 2010 would amend both Education Act and Public
Libraries Act prior to the election in October 2010. This bill was first introduced in the
previous session as Bill 202, Education Statute Law Amendment Act (Electronic
Sexual Material). This bill would make it mandatory that “pornography” filtering
systems be installed for all computers in schools and libraries in Ontario. The
Federation of Ontario Public Libraries has voiced its concern to the government
regarding implications to public library service.
Its current status is that the bill died at the time of the election in 2010 and has not yet
been re-introduced.
(Canada) Bill C-22 An Act respecting the mandatory reporting of Internet child
pornography by persons who provide an Internet service, 2010
This bill received royal assent on March 23rd 2011. See Statutes of Canada, 2011,
Ch.4.
This federal law is intended to fight Internet child pornography by requiring Internet
service providers and other persons providing Internet services, such as Face book,
Google and Hotmail to report any incident, including notification of police, provision of
Internet address and preservation of computer data. It is our understanding that it
applies to libraries that provide access to the Internet. We have monitored the progress
of this bill over the past few years in order to ensure that our policy, practices and
procedures are in compliance with the requirements.
http://laws-lois.justice.gc.ca/eng/AnnualStatutes/2011_4/
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See Appendix 2: Statutes of Canada (2011) Chapter 4: An Act respecting the
Mandatory reporting of Internet Child Pornography by Persons who provide an Internet
Service, 2010
(Canada) Bill C-10 Safe Streets and Communities Act (short title)
This Government bill re-introduces nine reforms, regarding safety and security, which
were debated by Parliament during the previous session but never became law. The
section of the bill that is most relevant to the Internet Services Policy is the inclusion of
the former Bill C-54 Protecting Children from Sexual Predators Act. The bill proposes
increased penalties for sexual offences against children, as well as creates two new
offences aimed at conduct that could facilitate or enable the commission of a sexual
offence against a child.
Upon second reading on September 28th, 2011, the bill was referred the Standing
Committee on Justice and Human Rights.
(Canada) Bill C-209
An Act to prevent the use of the Internet to distribute
pornographic material involving children, 2008
This federal bill received First Reading in November 2008. The Bill did not die because
of prorogation but was reinstated at the last stage, being First Reading, on March 3
2010. The purpose of this proposed act was to prevent the use of the Internet to
unlawfully promote, display, describe or facilitate participation in unlawful sexual activity
involving young persons. The Bill included a section on the use of “all means that are
reasonably available” to prevent access to materials deemed to be child pornography.
This bill has not yet been re-introduced into the current session of Parliament.
OVERVIEW OF AMERICAN LEGISLATIVE ENVIRONMENT
LPL has monitored the American legislative environment governing public libraries for
many years. Some of the philosophical values of the Children’s Internet Protection Act
(USA) and the corresponding American Library Association response have influenced
the development of the initial guiding principles for the LPL Internet Service Policy. At
the same time, it is important to note that, the federal and state legislative relationships
and the overriding constitutional environment are quite different between the United
States and Canada.
Federal Children’s Internet Protection Act (CIPA)
The U. S. Congress, in 2000, enacted the Children’s Internet Protection Act (CIPA) as
part of the Consolidated Appropriations Act. The act provides three different types of
funding: 1) aid to elementary and secondary schools; 2) Library Services and
Technology Act (LSTA) grants to states for support of public libraries; and 3) the E-rate
program that provides technology discounts to schools and public libraries.
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CIPA requires public libraries that participate in the LSTA and E-rate programs to
certify that they are using computer filtering software to prevent the on-screen depiction
of obscenity, child pornography or other material harmful to minors. The Act allows
adult library patrons to request that a librarian disable the filtering software. In order to
receive E-rate discounts, libraries are not allowed to disable filtering programs for minor
users.
The American Federal Communications Commission website provides background
information about the Children’s internet Protection Act.
http://www.fcc.gov/guides/childrens-internet-protection-act
Overview of State Laws
Twenty-five states have Internet filtering laws that apply to publicly funded schools or
libraries. The majority of these states simply require school boards or public libraries to
adopt Internet use policies to prevent minors from gaining access to sexually explicit,
obscene or harmful materials. However, some states also require publicly funded
institutions to install filtering software on library terminals or school computers.
The National Conference of State Legislature has put together a list of laws relating to
filtering, blocking and usage policies in schools and libraries in many states. It was last
updated January 13, 2011. The list is included in the Background Report.

PART III: MONITORING & REVIEW OF POLICY APPLICATION
In 2011, Library Staff continued to monitor and review the application of the Internet
Service Policy and its associated operational procedures and guidelines by:
Reviewing the physical environment on an ongoing basis, including furniture and
equipment placement, e.g. privacy screens for monitors, in response to any
issues and concerns raised by the public and staff;
Ensuring that staff orientation and training programs and procedures were up to
date and utilized;
Responding to incidents as they arose, documenting and tracking incidents
using incident management process/forms, and following up with appropriate
actions;
Tracking of and responding to public/staff comments and feedback; and
Monitoring filtering software reports.

11

Physical Environment
LPL has continually reviewed furniture and equipment layout to help to minimize
unintentional exposure to content being viewed on computer screens and to support
user privacy. As necessary, changes are made to the placement of computer
workstations.
In 2011 minor changes were undertaken in a few branches. Two computer
workstations were added to the Cherryhill Branch adult complement. In March 2011,
one computer workstation was added to the computer pod at Carson Branch. They are
all unfiltered and follow LPL's policy for insuring privacy for the user and for the public.
Changes have been made to the computer workstation layout at Central Library’s
CyberCentral, 2nd floor. The area has been expanded into the former collections area,
on the west side. The move is in response to a need to provide greater privacy for
individuals and to improve the ability for staff to support patrons at the adaptive
technology workstations. All of the computer monitors have a built in privacy screen
and translucent table screens have been placed on the tables to provide some
separation from the patron sitting at the computer beside. Re-orientation of the
computers currently adjacent to the art exhibit wall on the east side of CyberCentral
and the walkway to Pillar Voluntary Sector Network offices is designed to further
reduce the opportunity for patrons coming to the area to inadvertently view computer
monitor screens.
Staff will monitor the impact of these changes in terms of incident reports made for this
area over the next six months.
In 2012, the LPL will be undertaking a review of public services and operational space
requirements and, as required, will redevelop floor plans of the entire Central Library,
as part of the ten-year post occupancy review. Increased use of wireless/laptops and
mobile devices and the need to manage sightlines and computer use will be part of the
review.
Staff Training and Support
Staff training and support are an essential component of the successful application of
the Internet Service Policy. The policy defines the roles and accountabilities of staff
and LPL has staff procedures, training, job aids and support in place.
An e-learning module, procedure document and job aid are available to all staff
through the LPL’s Intranet. The corporate orientation program for new staff includes a
component on the Internet Service Policy. Annual training and review of the policy was
completed in August 2011.
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The following training goals are in place for staff:
Awareness of the Internet Service Policy;
Understanding the rights and obligations of users under the Policy; and
Understanding and ability to apply the processes and appropriate actions in
the event the Policy is contravened by a user.
Following the Board’s annual review of the Internet Service Policy, all public service
supervisors will undertake a review of procedures and guidelines related to the
application of the policy.

Incident Reports Regarding the Viewing of Objectionable Content
Incident reports are prepared by staff or security when infractions of Library policies
have occurred or a patron has raised a concern about activity in the Library for which
Library staff and/or security staff has been required to take some kind of action.
Occurrences 2010-2011
Table 1 below summarizes occurrences of incident reports.

Table 1
Incident Report Occurrences: 2010 and 2011
Comparison of Objectionable Content Type and Total
Type
2010
2011
(to Nov 17)
Objectionable Internet Content
11
15
Total Incidents of Any Kind

511

632

The number of reports of objectionable content remains low and numbers are
consistent with 2010. The Central Library accounts for 57 per cent of the
occurrences. Five other locations account for the remainder.
Appendix 2 contains a table of all incident reports filed relating to complaints from
the public about viewing of objectionable content for 2010 and 2011 (to earlyNovember). The table includes date, description, location and staff follow-up.
It must be noted that there are no reports from parents, caregivers or minors
themselves of an incident where a minor was exposed to objectionable content in
a computer area of the Library or that a minor was exposed to objectionable
content through accidently logging onto a website.
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See Appendix 2: Internet Service Incidents, 2010-2011.
Comparative Computer Usage
In order to provide a context for understanding the impact of the number of
incident reports about viewing objectionable content, it is valuable to compare
that number to the overall number of times patrons have signed on to use library
computers to access the Internet in the same period of time. Table 2 provides
comparative statistics for 2010 and 2011 (projected) on the number of computer
uses in the Library.

Table 2
Comparative Annual Internet Access Computer Usage Indicators
Indicator

2010

2011 (projected)

Use of Internet workstations

581,226

586,000

Wireless usage
Total in-Library Internet Computer Usage

118,370
699,596

150,000
736,000

These numbers include only the computers that provide access to the Internet.
CD-ROM workstations are not included.
Comparison of Occurrences to Usage
Table 3 below compares the total number or incidents related to the viewing of
objectionable content on the Internet compared to total Internet usage, measured
by the number of internet usage logins and wireless access.
Table 3 demonstrates that the number of incidents remains very low when
compared with the total number of Internet computer uses both on library
workstations and on devices, logged through the wireless network.

Table 3
Total Incidents Related to Viewing of Objectionable Content
Compared to Internet Computer Uses, 2010-2011
2010
2011
Total Incidents (to Nov 17 2011)

10

15

Total Internet Usage (logins) workstations and
wireless access
Percentage

699,596

736,000

.001 %

.002 %
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The Library recognizes and understands that for an individual patron, of any age, a
single incident of exposure to objectionable material or images of any kind may be
disturbing on a personal basis. Therefore, all information and feedback gathered as
part of the incident reporting process is carefully reviewed to determine if there is
anything the Library can improve through technological and physical solutions to
prevent unintentional exposure to content and to improve the overall experience of our
patrons and staff.
Public Feedback
LPL has a formal process of receiving feedback from the community with regards to all
Library services. All feedback is reviewed by supervisors and senior staff and
responses to patrons are prepared as required.
LPL receives feedback from Library users and other members of the public about
library services either in person, through comment forms, via email, by the telephone,
from the LPL Facebook page and via Twitter. The Library records all of this feedback
in order to assist in gauging public response to service and taking appropriate steps on
issues that may arise.
In 2011, staff received 12 written comments (mail, email, comment form); 4 phone
calls; and 5 verbal comments over the desk to staff from members of the public with
regards to LPL’s Internet Service Policy and practices. Comments relate to the viewing
of “pornography” on computers in the Library, the potential impact on children using the
Library and filtering. Library staff reviewed comments from the perspective of
improving LPL’s procedures, training and physical environment in the provision of
Library Internet Service.
Following a presentation made by a community agency to City Council in August of
2011 and the corresponding media coverage, the Library Board received input about its
Internet services through the receipt of letters and emails, received formally at Board
meetings and through the presentation of delegations. A list of these received
comments and feedback is found in Appendix 3.
See Appendix 3: Correspondence and Delegations Received by the Library Board,
2011.
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Filtering Software Reports on Computer Workstations
LPL has a formalized system of review of reports from computer filtering software. The
software used is Netsweeper Inc. Netsweeper Inc. is a leading provider of Internet
content filtering and web threat management solutions and services for businesses,
educational institutions, government organizations and service providers.
Access to URLs categorized as “pornography” is blocked on:
Computers specifically designated for use by children and/or teens, such as
Homework Centre Computers;
Computers in spaces specifically designed for use by children and/or teens are
filtered; and
Computers in cases in which all other methods of due diligence regarding the
reasonable protection of children/teens cannot be achieved.
The software generates regular reports and provides opportunities for LPL to generate
its own reports or review data.
Net Alerts (URL Inquiries)
LPL utilizes the “net alert” option provided by the filtering software, whereby users of
filtered workstations, who encounter blocked sites that they believe have been
incorrectly categorized as “pornography” (and therefore filtered), may send an alert to
Netsweeper. Netsweeper’s process is to then review the categorization of the site.
The Library receives notification of the net alert via e-mail.
Access to URLs categorized as “Pornography” on Computer Workstations
For the purposes of the annual review process, a snapshot of all URLs accessed at
LPL during the month of September each year on public workstations, both filtered
and unfiltered, is downloaded to be used for comparative analysis.
Please note that a separate review of comparative data on the wireless network can
be found beginning on page 19 of this report and in Appendix 5. The data in this
section of the report relates to workstations only.
In order to maintain consistency in the annual review from year to year, the following
methodology is used. In the annual internet policy review report to the Library Board,
graphs are presented which provided comparative data on the access to URLs
categorized as “pornography” as compared to other subjects. The graphs compare
the number of URLs accessed that have been categorized in 33 selected categories
and provides information on system-wide activity. The graphs provide a general
comparison regarding the percentage and ranking of access to URLs categorized as
“pornography” compared to other selected categories of uses of the Internet.
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See Appendix 4: System-wide Filtered and Unfiltered Top Ten Categories, 2010 &
2011
Statistics presented in Appendix 4, in 2010, system-wide, access to sites categorized
as “pornography” on unfiltered workstations ranked 11th.
In 2011, system-wide
th
access to these categorized sites ranked 10 overall, although the actual number of
visits remained fairly constant and the number of URLS categorized as pornography
was reduced.
A further analysis of overall URL access is presented in Table 4 below. In this table
the total number of URLs categorized as “pornography” is compared to the total
number of URLs categorized in the 33 selected categories.

Table 4
Comparison of Recorded Traffic on Unfiltered Workstations,
Sept 2010 and Sept 2011
(Using selected subject categories related to information and social
networking)
(Source: Netsweeper)

System-Wide

2010

Unfiltered Workstations: Total URLs
Unfiltered Workstations: URLs categorized as
Pornography
% of URLs categorized as Pornography

2011

2,179,836

2,377,318

86,047

67,497

3.9 %

2.8 %

On filtered workstations (See: Appendix 4), number of attempted visits (and
access denied) to sites categorized as “pornography” remained at 16th,
representing less than 1 % if the ULRs in the data group.
It should be noted that this comparison of data for September 2010 and 2011 is a
snapshot study. It provides an indication of the level of activity; however, it cannot
be used to determine trends regarding Internet usage.
The overall conclusion based on the selected data, is that the number of accesses
to URLs, categorized as “pornography”, remains at very low in proportion to the
number of URLs accessed via the Internet system-wide.
LPL Web Awareness and Internet Safety in Programs
The LPL Internet Service Policy states that:
LPL will proactively promote user education, media awareness and Internet safety.
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Listed below are 2011 initiatives that support web awareness and Internet safety:
LPL has continued to undertake web awareness initiatives such as class visits or
when requested by specific groups such as the Brownies.
The LPL website provides an extensive section on Internet safety for children,
featuring fun quizzes for children and information for parents. Follow the link to
http://www.londonpubliclibrary.ca/kids/internetsafety

In the past, LPL provided leadership in the area of web awareness and Internet safety
as a partner in the Media Awareness Network (http://www.media-awareness.ca).
Given the ongoing importance of web awareness and the community interest and need
in this area, the LPL will be introducing more opportunities to educate parents, teens
and children on internet safety.
The Library Board has identified “Information and Communication Technology” as one
of its strategic priorities in its 2010-2013 Strategic Plan and within this priority is a
focus on digital and technological literacy. The intended outcome is to support the
community by increasing the public’s access to digitized content and assisting in the
understanding and use of technology tools and communication devices. A key
component of this understanding and use is the awareness and practice of Internet
safety.
A service plan will be developed regarding web awareness and Internet safety and
would include, for example:
Incorporating a component of web safety and web awareness in “one on
one” sessions for computer instruction;
Speaking about web awareness and safety during general tours, such as
"Your Library" sessions;
Including a component on web awareness and safety in class visits;
Distributing updated printed information;
Posting of informative signage where required; and
Refreshing of LPL website pages related to internet safety for all members
of the community.
Internet safety information will include awareness and tips on how to safely access “My
Account”, homework help, databases on the website; website authority and
authenticity; and privacy settings on Facebook and other social media sites/blogs etc.
The expansion of web awareness and Internet safety knowledge and practices will
assist in achieving LPL’s goal to provide a welcoming and safe environment for the
enjoyment of the community and staff, so that all may enjoy its benefits.
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Best Practices Review
LPL staff continued to be approached by other libraries with regards to the LPL’s
Internet policy, procedures and training. We have provided other public libraries with
information and advice in the area of web awareness and media literacy. LPL shares
its knowledge and experience through best practice initiatives of the Ontario Federation
of Public Libraries and the Canadian Urban Libraries Council. LPL’s Internet Service
Policy and practices continue to be cited as a best practice for public libraries in
Canada.

PART IV: LPL WIRELESS ENVIRONMENT
Wireless Internet access has been provided to the public since 2006. The Library’s
wireless network extends to all branches except Glanworth and Lambeth. Wireless
usage has been tracked since 2008. There has been an exponential increase in its
usage. It is projected that almost 20% of logins in 2011 will be through the wireless
network.
Wireless use guidelines were issued in 2006.
Information about accessing the
wireless network is posted on the Library’s website.
A review of the wireless environment at LPL is found in the report to the Library Board
entitled: Bandwidth and Wireless Network (November 24, 2011). This report deals with
access and capacity of the network. The discussion of wireless in the current report
addresses issues related to the application of the Internet Service Policy to the wireless
environment.
Monitoring Software Reports on the Wireless Network
LPL uses Netsweeper Inc. to provide reports on the usage of the wireless network
which are comparable to the reports about the Library’s computer workstations. Using
the same methodology as previously described and applied to library computer
workstation URL access, data from the month of September 2011 was downloaded and
analyzed, applying the same selected categories and algorithms to create a picture of
what users of the wireless network are accessing.
See Appendix 5:
2011.

System and Central Wireless Network, Top Ten Categories, Sept

There appears to be similar use patterns on the wireless network as on the Library’s
computer workstations, although only one year of data is not conclusive. The
proportionate access to pornography appears to be slightly overall on the wireless
network than on the Library’s computer workstations. A potential influencing factor may
be that the wireless network at this point is unsecured and accessible outside the
Library’s buildings.
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The Internet Bandwidth and Wireless Network report (November 24, 2011) indicates
that staff have been tracking the need and the availability of the software application to
implement patron authentication on the wireless network for several years and that
preparations were underway for the implementation of patron authentication in
February/March 2012.
Filtering the Wireless Network
LPL’s wireless service is not filtered. The possibility of filtering wireless access to LPL’s
Internet to prevent access to sites categorized as “pornography” has been raised.
The following information and observations will assist in addressing this question:
Occurrences of Exposure to Inappropriate Materials on Wireless
There were no recorded reports in 2010-2011 of a patron reporting exposure to
inappropriate materials in the library when the computer user is accessing the
Library’s wireless environment using a laptop. There was one occurrence in 2009.
The nature of wireless devices is that they are mobile and can be used away from
high traffic areas at the discretion of the user and therefore provide less opportunity
for being viewed by other patrons.
The current policies and procedures are in place to deal with any issues that might
arise.
Usage of Other Wireless Networks in Library Space
Patrons can use devices which access other (unfiltered) wireless networks while
they are in Library space, e.g. 3G, rocket sticks, etc. The Library cannot control or
filter this access nor can we monitor activity. The Library can control through policy
the impact of the material viewed within Library space.
Differentiation of Filtered and Unfiltered Areas
LPL wireless service is available in all areas of all branches except Glanworth and
Lambeth. In the Central Library, due to its size, there is the possibility of
differentiating areas where the wireless could be filtered, e.g. the first floor Teen and
Children’s areas. In Branch Libraries, it is impossible to differentiate between adult
and children’s areas because of the size of the facility.
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Survey of Canadian Libraries
In a recent LPL survey of Canadian libraries, most libraries contacted provided
wireless service.
The majority of libraries surveyed do not filter the wireless
access. About 50% indicated they required patron authentication.
Impact of Patron Authentication
The impact of implementing patron authentication needs to be assessed in terms of
understanding use patterns on the wireless network. At present, the nature of the
network means that usage can be occurring from outside Library space.
Authentication will assist the Library in managing its wireless network and in
identifying users and use patterns more accurately.
The wireless environment is one component of the provision of Internet service to
library users. The use of the wireless network is growing exponentially. While it may
pose some different challenges, the principles upon which the Internet Service Policy
was developed are applicable.
Thus, it is recommended that any decision about filtering the wireless network be
deferred until a further report is forthcoming for the following reasons:
In 2010-2011, no incidents have been documented to date of patrons being
exposed to inappropriate materials viewed on wireless devices;
The current policies are applicable to the use of the wireless network and
procedures are in place to deal with issues;
Reports on the use patterns of the wireless network are preliminary; and
Implementation of patron authentication may influence use patterns and policy
decisions.
It is recommended that Staff continue to monitor the wireless network and bring further
report to the Library Board in September 2012, with recommendations for any
associated policy changes
Policy Language Update
It is recommended that the Library Board policies remain at the current high level in
order to remain relevant in the face of rapid changes in the wireless environment,
applications and devices. It is important that the Internet Service Policy apply to the
users of the wireless network. In addition to the users of the Library’s wireless network,
patrons are also bringing in devices which access other wireless networks and are
connecting to them within Library space. The language of policies must ensure that
applicability to all computer usage in Library facilities is clear.
The language of the Internet Service Policy has been reviewed in order to reflect this
reality in terms of Library, user and patron responsibilities. The following changes to
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the Internet Service Policy are recommended and are incorporated into an amended
policy in Appendix 1:
Under “Definitions”
add:

Library Internet Service means the service of providing
access to the Internet by the London Public Library through
the LPL wireless service or LPL computer workstations.
Other wireless service means any non-LPL wireless service
accessed through any device, software or provider used by a
patron that provides access to the Internet in Library space.
Library space means any property owned or rented by the
London Public Library, including exterior space.

Under “Scope” add:

This policy applies to:
All LPL-owned computers and all personal wireless
devices, operated in Library space, with the exception of
Section 2 (Internet Filtering) which applies to LPL owned
computers only; and
All instances of accessing the Internet, whether through
the Library’s Internet service or through other wireless
services and associated devices, software or providers
used by patrons.

Recommended changes to the Internet Service Policy are marked in bold text in
Appendix 1.
LPL also has in place a Computer Use Policy, which applies to all components of
library computer workstation equipment such as the CPU, monitor, keyboard, mouse,
input/output ports and devices, security devices and other equipment; software and
software licenses; and related equipment such as printers and copiers. This policy will
be reviewed as part of the cyclical policy review process in February 2012 and will be
updated, where applicable, to ensure concordance with the Internet Service Policy.

PART V: SUPPORTING POLICIES TO ADDRESS BEHAVIOUR
London Public Library endeavours to provide a welcoming and safe environment for the
enjoyment of the public and staff so that all persons may enjoy the benefits of the
Library. The LPL Charter of Library Use and all related policies require that individuals
using Library services and resources are expected to act with respect and
consideration for others and for Library property. Library Staff are entrusted with the
obligation to ensure that policies for Library use are followed and will apply these
policies in a fair, dignified and positive manner for the benefit of all. Any person
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violating Library rules risks suspension of Library privileges, exclusion from the Library,
cost-recovery damages and prosecution. The policies empower and require staff to
respond to inappropriate behaviours that may occur when people are using any of the
services provided by the Library.
Each of the Charter of Library Use policies, below, applies to people using LPL’s
Internet Service. The clarity around this in our staff procedures and training has
resulted in more timely, effective and appropriate follow up on issues. We have also
endeavoured to communicate publicly that there are consequences for inappropriate
behaviours (including those by someone using the Internet in a library location) to
underscore that LPL is working hard to create a welcoming and safe environment for
everyone.
Rules of Conduct
The purpose of this policy is to address expectations and issues regarding behavior of
patrons in the Library. It sets out expectations regarding mutual respect, safety of
children, respect for library property, and accessing and using intellectual content and
establishes consequences for violation of the rules including loss of library privileges,
banning and prosecution.
Members of the public and staff are expected to act with respect and consideration for
others. Behaviour that is disruptive, intrusive, lewd, abusive, harassing or threatening
to Library users or staff is not permitted. Abusive or obscene language is not permitted.
Unattended Children Policy
The purpose of this policy is to address the issue of children left unattended in the
Library. An unattended child is a child left without visible supervision within the library.
This policy applies to all children, under the age of 12, in all locations across the
London Public Library system. Parents, guardians or caregivers are responsible for
providing supervision and care of their children while a child is on the premises of
London Public Library. It is the responsibility of the parent or caregiver to monitor both
the whereabouts and behaviour of their children while on Library premises. Library staff
cannot care for nor take responsibility for children left unattended at the Library.
Computer Use Policy
This policy was updated in 2009 (review date: January 2012) and pertains to the use of
computer hardware, software, networks, vendor software licenses, and other related
entities. The purpose of this policy is to outline: the Library’s responsibilities in
providing computers for public use; the user’s responsibilities in using library computer
hardware, software and related equipment; staff responsibilities in response to
situations; and consequences of inappropriate behaviour and/or illegal activity by users.
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PART VI: COMMUNICATIONS STRATEGY
During recent discussions with the community and in reading media reports, it has
become clear that the fact that the Library applies its Internet Service Policy within the
context of providing a welcoming and safe environment for the enjoyment of the
community and staff is not understood. Incorrect information has been publicly stated
and has been cited in the media. LPL needs to take on the responsibility of conveying
its message more clearly.
LPL will review its overall “Communications Strategy” to improve its efforts to inform
and educate people in the community and other stakeholders, about the Library’s
Internet Services. The goal is to develop and implement a multi-faceted and ongoing
communications strategy in order to:
Create awareness and understanding about LPL's valuable Internet Service and
its benefits to the user;
Convey information about the LPL Internet Service Policy and its context;
Provide information about any changes that will affect users and staff;
Engage staff and community partner participation in the creation and
implementation of new practices to ensure that the service is relevant,
accessible and high quality and effective and efficient from an internal
perspective;
Encourage user media awareness and Internet Safety;
Ensure staff knowledge, capabilities, empowerment and confidence in providing
information, answering questions and responding to queries, concerns,
complaints; and
Provide opportunities for public and staff feedback to actively ensure continuous
improvement of the LPL Internet Service.

PART VII: SUMMARY AND RECOMMENDATION
As stated at the beginning of this report, the goal in the development and application of
the Internet Service Policy is the balancing of the following principles:
The London Public Library endeavours to provide a welcoming and safe
environment for the enjoyment of the community and staff, so that all may enjoy
the benefits of the Library.
In provision of access to content and communication media through its Internet
Service, LPL will act in accordance with the Canadian Charter of Rights and
Freedoms which states that everyone has freedom of thought, belief, opinion
and expression.
In instances when exceptions to the above general principle are necessary to
protect others (i.e. minors) the restriction should be as minimally invasive as
possible.
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In order to comply with these principles, the Board policy includes a mix of computers
with filtered and unfiltered Internet access. Staff monitor and adjust computer
placement and install privacy equipment in all locations, putting in place measures to
minimize the risk of inadvertent exposure to content being viewed by computer users,
to protect the privacy of individuals and to provide good library customer services. Staff
receive training in the policies and procedures, including procedures for dealing with
complaints/concerns.
Summary of 2011 Review
The following is a summary of the current review:
Incident reports of exposure to inappropriate content appear minimal in the
context of overall computer usage at LPL. Where incidents have occurred, staff
have utilized standard procedures to address the situation.
Access to “pornography” category materials at workstations has not changed
since 2010 and remains very low in terms of overall access to URLs.
The Library needs to increase communications with regards to public awareness
of LPL Internet safety initiatives and efforts to create a welcoming and safe
environment for all users of the Library.
Legislation is in place at the federal level with regards to working with law
enforcement agencies where child pornography is suspected. LPL has good
practices in place and will continue to work with London Police Services.
While some adjustments have been made to workstations in 2011, the layout of
workstations and floor plans works well to minimize exposure. In 2012, a major
overhaul of Central floor plans will further assist these efforts.
Policies are in place and have been used effectively when dealing with behavior
issues that have arisen with Internet Service and computer use.
Patron activity on LPL’s wireless network is increasing exponentially in volume;
at the same time, it appears to be consistent with workstation usage.
Patron authentication for wireless access needs to be monitored to assess
impact.
Based on the 2011 review, it is recommended that the Library Board:
Affirm the guiding principles which serve as the foundation for the London Public
Library Internet Service Policy;
Approve the Internet Service Policy, as found in Appendix 1, incorporating the
following amendments:
o Wording revisions to clarify that the policy applies to access to the
Internet through the use of LPL’s wireless network and any other wireless
service in Library space, defined as any property owned or rented by the
London Public Library, including exterior space;
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Direct staff to continue the monitoring the wireless environment in the Library,
assessing the impact of patron authentication and to report to the Board in
September 2012; and
Advise London City Council of decisions coming from the 2011 LPL Internet
Service Policy Review.
It is also recommended that the Library Board affirm the foundational principle stated in its
Charter of Library Use, that: London Public Library endeavours to provide a welcoming
and safe environment for the enjoyment of the community and staff, so that all may enjoy
the benefits of the Library.

NEXT STEPS
Administration will undertake the following next steps:
Prepare and undertake a “Communications Strategy” designed to inform and
educate community stakeholders, including partners, about the Library’s Internet
services;
Prepare a plan for proactive user education, media awareness and Internet safety
for implementation in 2012;
Update the policy language in the Computer Use Policy related to wireless
connectivity for February 2012;
Monitor the wireless network and bring further report to the Library Board in
September 2012, with any associated policy changes; and
Continue to monitor legislation for pending changes that may impact the Library’s
Internet services.
The Library CEO & Chief Librarian, on behalf of the Board Chair, will advise London City
Council of decisions coming from the 2011 LPL Internet Service Policy Review.
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APPENDIX 1

LONDON PUBLIC LIBRARY
POLICY
Title of Policy: Internet Service
Policy Type: Board Operational Linkage
Policy No.: C-C-04
Effective Date: November 24, 2011

Review: November 2012

PURPOSE: London Public Library (LPL) Internet Service is consistent with its Vision,
Mission, Value Promise and Service Excellence Model. LPL offers Internet access to library
in an effort to meet community needs in the areas of: Literacy; Learning; Culture, Leisure and
Recreation; Information; and Community Meeting Place.
The purpose of this policy is to outline: Library responsibilities in providing this public service;
library use of filters; user responsibilities in accessing LPL Internet Service or accessing
Internet service through any other means, in LPL space; staff responsibilities; and
consequences of inappropriate behaviour or illegal activity by users.

DEFINITIONS:
Internet is a worldwide interconnected network of computers that allows the "sharing" or
"networking" of information at remote sites from other academic institutions, research
institutes, private companies, government agencies, and individuals.
Library Internet Service means the service of providing access to the Internet by the
London Public Library through the LPL wireless service or LPL computer
workstations.
Other wireless service means any non-LPL wireless service accessed through any
device, software or provider used by a patron that provides access to the Internet.
Library space means any property owned or rented by the LPL, including exterior
space.
SCOPE:
This policy applies to:
All LPL-owned computers and all personal wireless devices, operating in Library
space, with the exception of Section 2 (Internet Filtering) which applies to LPL
owned computers only; and
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LONDON PUBLIC LIBRARY
POLICY
Title of Policy: Internet Service
Policy Type: Board Operational Linkage
Policy No.: C-C-04
Effective Date: November 24, 2011

Review: November 2012

All instances of accessing the Internet, whether through the Library’s Internet
service or through other wireless services and associated devices, software or
providers used by patrons.
As part of its suite of services to the public, LPL offers Internet Service. From LPL’s point of
view, the Internet is the ideal vehicle to:
Enhance public access to global information and expressions of creativity and
thought;
Expand the library’s collection of information resources;
Provide users with the opportunity for remote dialogue with subject-matter experts
and to engage with other people on an infinite variety of topics; and
Enable collaborative research and study.
LPL recognizes that in addition to the many valuable resources available on the Internet,
some resources are illegal, misleading and/or inaccurate. Others may be considered by some
people to be offensive, objectionable and/or intimidating.
In provision of access to content and communication media through its Internet Service, LPL
will act in accordance with the Canadian Charter of Rights and Freedoms which states that
everyone has freedom of thought, belief, opinion and expression.
LPL will support the Canadian Copyright Act and other laws governing intellectual property;
the Criminal Code of Canada and other legislation governing access to and communication of
information, knowledge, opinion, creative thought and intellectual activity; and privacy
legislation.
LPL will develop and implement Internet service policies, guidelines and procedures, under
the authority of the Public Libraries Act and in accordance with the LPL Vision, Mission,
Value Promise and Service Excellence Model.

Issued by: Library Board

Page 2 of 6

APPENDIX 1
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POLICY
Title of Policy: Internet Service
Policy Type: Board Operational Linkage
Policy No.: C-C-04
Effective Date: November 24, 2011

Review: November 2012

POLICY STATEMENT:
1. Library Responsibilities
LPL will proactively facilitate and promote public access to quality information for all users,
through various means such as information and referral services so that people may benefit
from the use of the Internet.
LPL will proactively promote user education, media awareness and Internet safety.
LPL will respect the right of users to privacy and confidentiality with regards to information
sought or received and resources consulted, acquired or transmitted.
In respect of the range of sensibilities and viewpoints of its diverse clientele, LPL will
endeavour to minimize the opportunity for unintentional exposure by people using library
space to content being accessed by another library user.
Due to the constraints/limitations of space at library locations, LPL will advise users that they
are in a public space and will encourage all users to be respectful of the rights and
sensibilities of others.
LPL will support the right and responsibility of parents or legal guardians to determine,
monitor and guide their children’s use of library materials and resources. The Library does
not act in place of or in the absence of a parent. LPL will endeavour to proactively support
children, parents and guardians in safe use of the Internet.
LPL will endeavour to minimize unintentional exposure by children and teens to Internet
content that is age inappropriate. LPL tailors physical and virtual environments to support the
needs and expectations of children and teens. LPL will ensure Internet services in such
spaces facilitate and promote appropriate access.
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POLICY
Title of Policy: Internet Service
Policy Type: Board Operational Linkage
Policy No.: C-C-04
Effective Date: November 24, 2011
2.

Review: November 2012

Internet Filtering

LPL will not limit access to Internet content except as outlined below.
The London Public Library will filter the following categories of Library computers:
Computers specifically designated for use by children and/or teens, such as
Homework Centres;
Computers in spaces specifically designed for use by children and/or teens; and
Computers designated for specific functions, such as the Employment Resource
Centre computers.
LPL will encourage user awareness that filters are not 100% effective. The Library assumes
no liability in the event that a user reaches a site assumed to be filtered.
3.

User Responsibilities

Users are responsible for any access points they reach and appropriate use of the resource.
Users are responsible for determining the reliability, currency and accuracy of sites accessed
and information found using the Internet.
All patrons of London Public Library, including those using the Library's Internet services and
other wireless services are responsible for following the Library's Charter of Use and Rules
of Conduct which are designed to provide a welcoming and safe environment for the
enjoyment of the public and staff so that all persons may enjoy the benefits of the Library.
Users are responsible for respecting the rights of others when accessing Internet sites in
library space. Users must be aware that computers and other devices are being used in
public areas shared by people of all ages and sensibilities. Some content is age inappropriate
for children. Some content may be offensive, objectionable and/or intimidating to other
Library patrons and/or staff.
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Policy No.: C-C-04
Effective Date: November 24, 2011
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Users are responsible for respecting the privacy of other library patrons.
Users are responsible for determining the legality of any sites they access. Users are subject
to federal, provincial and municipal legislation regulating Internet use and must not use the
Internet for illegal purposes including copyright violation, obscenity, child pornography,
sedition and the incitement of hate. The use of the Library's Internet services for illegal
purposes is prohibited.
Users must be aware that the Internet is not a secure medium and that third parties may be
able to obtain information about their activities or themselves. Users are responsible for any
fees, losses or damages that occur as a result of any online transactions they conduct on the
Internet. The Library assumes no responsibility for the security and privacy of online
transactions.
4.

Staff Responsibilities

LPL staff are active intermediaries between users and Internet resources and are essential to
the provision of relevant, accessible, high quality library services. Staff will support the user in
effective, efficient and responsible use of the Library Internet service. Staff can help users
determine the reliability, currency and accuracy of sites accessed and information found
using the Internet.
Staff do not monitor nor censor content.
Library staff are entrusted with the obligation to ensure that all rules of computer use and
Internet service are followed. Staff will advise patrons of appropriate conduct as required and
state consequences of not following the rules of conduct should unacceptable behaviour
continue or be repeated.
5. Consequences of Misuse of the LPL Internet Service
The Library will take action on any inappropriate behaviours related to use of the LPL Internet
Service, such as intimidation, harassment, bullying, etc., according to the library’s Code of
Conduct.
LPL will take action in a situation where unlawful activity occurs, and will contact the police.
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LONDON PUBLIC LIBRARY
POLICY
Title of Policy: Internet Service
Policy Type: Board Operational Linkage
Policy No.: C-C-04
Effective Date: November 24, 2011

Review: November 2012

For legal reasons, complaints from patrons that a user is accessing legally prohibited material
may also result in LPL contacting the police.
Any person violating Library rules for the use of Library Internet Service or other wireless
services in Library space risks suspension of Library privileges, exclusion from the Library
for a period of time, banning and/or prosecution.

INQUIRIES:
Manager, Services and Operations
CEO & Chief Librarian
KEYWORDS:

RELATED DOCUMENTS:
Charter of Library Use: Rules of Conduct
Charter of Library Use: Unattended Children
Privacy Policy
Workplace Harassment Prevention
Workplace Violence Prevention
DOCUMENT CONTROL:
Approved:
January 26, 1997
Reviewed:
September 24, 1997
March 25, 1998
September 26, 2001
November 21, 2007 (L07/57.1)
November 19, 2008 (L08/57)
November 26, 2009 (L09/70.1)
November 25, 2010 (L0/81.1)
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Internet Service Incidents, Nov 2010 to November 14, 2011
Date

Location

Information

Policy/
Guidelines
associated

Response

2010 Nov-Dec
Nov 25

Cherryhill

Patron complaint re: viewing of
objectionable content and
patron touching himself
inappropriately in a public
place.

Internet Policy
Rules of
Conduct

Patron banned for one year for inappropriate
behaviour in the Library

Staff observed viewing
objectionable content on ERC
computer, reserved for job
search only.
Patron complaint re: viewing of
objectionable content.

ERC Use
Guidelines

Staff reminded patron that ERC computers were
for job search only; Security was called and
patron left the building.

Internet Policy

Patron complaint re: viewing of
objectionable content.
Patron complaint re: viewing of
objectionable content.
Patron complaint re: viewing of
objectionable content.
Patron complaint re: incidents
of child porn in the library and

Internet Policy

Staff reminded patron that he was in a public
place. Complainant was encouraged to fill in a
“How did we do today” form to express her
concerns.
Staff reminded patron that he was in a public
place. Patron apologized.
Patron had left before staff could speak with him.

2011 Jan-Nov
Jan 6

ERC
Central

Jan 14

Cherryhill

March 28

Central

May 12

Landon

July 13

East
London
Central

July 19

Internet Policy
Internet Policy
Rules of
Conduct

Staff reminded patron that he was in a public
place. No comment by patron.
Patron became disruptive and shouting and was
asked to leave the Library.

Internet Service Incidents, Nov 2010 to November 14, 2011
Date

Location

Information
accused library staff of not
doing their job; no viewing
reported
Patron complaint re: viewing of
objectionable content.

Policy/
Guidelines
associated

August 4

Central

August 16

Jalna

August 27

Masonville

August 29

Central

Patron complaint re: viewing of
objectionable content and
position of computer monitor
altered.

Internet Policy

September
9

Central

Patron complaint re: viewing of
objectionable content.

Internet Policy

September
10

Central

Patron complaint re: viewing of
objectionable content and
computer user touching himself
inappropriately in a public
place.

Internet Policy
Rules of
Conduct

Patron complaint re: viewing of
objectionable content and
position of computer monitor
altered.
Patron complaint re: viewing of
possibly objectionable content.

Internet Policy
Computer Use
Policy
Internet Policy

Internet Policy

2

Response

Staff reminded patron that he was in a public
place. Patron apologized.
Staff reminded patron that he was in a public
place. Also, patron was reminded that the
configuration of computer equipment was not to
be altered. Patron apologized.
Staff reminded patron that he was in a public
place. The patron claimed that material being
viewed was not objectionable.
Staff reminded patron that he was in a public
place. Also, reminded that configuration of the
Internet workstation could not be changed.
Patron returned the computer to its proper
positioning and logged off.
Staff reminded patron that he was in a public
place. Patron ignored staff and continued
session.
Staff and Security spoke to patron to remind him
that he was in a public place and that the
physical behavior exhibited was inappropriate.
Patron was asked to leave for the day.
Subsequently, patron was banned for 2 years for

Internet Service Incidents, Nov 2010 to November 14, 2011
Date

Location

Information

Policy/
Guidelines
associated

Response
inappropriate behavior in the Library.

September
24

Landon

Patron complaint re: viewing of
objectionable content.

Internet Policy

September
30
November
11

Central

Patron complaint re: viewing of
objectionable content.
Patron complaint re: viewing of
objectionable content.

Internet Policy

Central

2010 (November & December): 1

Internet Policy

2011 Total to date: 15

3

Staff spoke to patron to remind him that he was
in a public place. Comment card offered to
patron making the complaint. Patron declined
comment card and felt staff intervention
sufficient.
Staff reminded patron that he was in a public
place. Patron logged off when session was over.
Staff spoke with patron lodging the complaint to
explain policy. Staff were unable to identify
which computer user caused the complaint.

APPENDIX 3
Correspondence and Delegations to the London Public Library Board
Internet Service Policy
August – November 2011
Date
August 11, 2011

Action
Consent Item

Authorship
Submission to the Community and
Neighbourhoods Committee, City of London
from London Abused Women’s Centre.
(See City of London website)
Letter from David Allen, CEO, Federation of
Ontario Public Libraries regarding internet
filtering. (September 6, 2011)
Letter from C. Saunders, City Clerk,
regarding an immediate review of the
Library’s Internet Service Policy. (August 30,
2011)
Letter from J. Fitzgerald, Children’s Aid
Society. (October 20, 2011)
Letter from Shaya Dhinsa, Manager of
Sexual Health, Middlesex-London Health
Unit. (October 21, 2011)
Correspondence from Megan Walker re:
removing access to pornography at the
London Public Library. (November 7, 2011)

September 22, 2011

Consent Item

September 22, 2011

Consent Item

October 27, 2011

Consent Item

October 27, 2011

Consent Item

November 24, 2011

Consent Item

November 24, 2011

Consent Item

Correspondence from Susan Longley
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Delegations

Stan Burditt - Men Against Sexual
Trafficking
Megan Walker - London Abused Women's
Centre
Aura Burditt - London Anti-Human
Trafficking Committee
Jen Howe and Diana Lombar - Stop Porn
Culture
Sarah Simpkin
Dan Lenart
David Winninger

APPENDIX 4

System-Wide Filtered and un-Filtered top Ten Categories, 2010-2011
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APPENDIX 5
System and Central Wireless Network, Top Ten Categories, Sept 2011
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